
Backup and  
Disaster Recovery 

Azure Skills Navigator

This Azure learning journey is designed for backup and disaster 
recovery engineers responsible for systems that can restore 
technology workloads after a failure. This requires an understanding 
of business continuity principles and incident management, as well as 
storage and backup technologies. They may be required to analyze 
business requirements, design backup solution architectures, provide 
testing and reporting of backup systems, and understand any relevant 
standards or compliance requirements for the handling of data.  

You will get started with an introduction to Azure backup and disaster 
recovery services. Learn why centrally managed backup for  
on-premises and cloud data is best for reducing the management 

burden and costs of a BDR infrastructure while optimizing the 
speed and reliability of backup and data recovery operations. 

Then dive into the Azure backup architecture and learn how to 
design your backup and recovery solution and then configure, 
deploy, and troubleshoot your BDR solution. Travel at your own 
pace and continue your Azure exploration with ongoing learning 
opportunities ranging from blog updates, videos, and events to 
connecting with technical communities. 
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Ensuring business continuity by protecting your 
data, keeping business apps and workloads running 
during outages, and restoring lost data is key to 
data management. In this section, you will learn how 
Azure enables backup and disaster recovery. 

Introduction to  
backup and disaster  
recovery solutions  
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Minimize business disruption with 
backup and disaster recovery on Azure 

The business value of Azure Site 
Recovery and Azure Backup

Introduction to Azure Backup

Help protect from ransomware 
with Azure Backup 

Learn how Azure enables BCDR through Azure 
Backup and Azure Site Recovery, allowing you 
to quickly recover from catastrophic application 
failures and restore your data.

Discover the return on investment (ROI) of 
using Azure Site Recovery and Azure Backup 
with this IDC white paper.

This module describes the features of Azure 
Backup and shows how to evaluate whether 
Azure Backup is appropriate for your needs. 

Azure Backup provides three built-in roles to 
control backup management operations:  
the Backup Contributor, the Backup Operator, 
and the Backup Reader. 

VIDEO18  MINS.

30 MINS.

31 MINS.

27 MINS.

WHITEPAPER

Introduction to backup and
disaster recovery solutions
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https://www.youtube.com/watch?v=Tkhj06dqvzY?WT.mc_id=modinfra-73794-orthomas
https://azure.microsoft.com/resources/the-business-value-of-azure-site-recovery-and-azure-backup/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/intro-to-azure-backup/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/shows/Inside-Azure-for-IT/Help-protect-from-ransomware-with-Azure-Backup?WT.mc_id=modinfra-73794-orthomas
https://www.youtube.com/watch?v=Tkhj06dqvzY?WT.mc_id=modinfra-73794-orthomas
https://azure.microsoft.com/resources/the-business-value-of-azure-site-recovery-and-azure-backup/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/shows/Inside-Azure-for-IT/Help-protect-from-ransomware-with-Azure-Backup?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/intro-to-azure-backup/?WT.mc_id=modinfra-73794-orthomas


Backup and restore your 
Azure SQL database

Learn how to configure backup and retention 
of an Azure SQL database and how to 
restore an Azure SQL database.

SELF-PACED LEARNING41 MINS.

Backup and restore Azure file shares This article explains how to back up Azure file 
shares from the Azure portal. You will learn 
how to create a Recovery Services vault and 
configure backup from the vault and the file 
share pane. 

8 MINS. ARTICLE

Protect your on-premises infrastructure 
from disasters with Azure Site Recovery

In this module, you will identify the protection 
capabilities of Azure Site Recovery for on-premises 
infrastructure. 

33  MINS. SELF-PACED LEARNING

Introduction to backup and
disaster recovery solutions

Protect your virtual machines by 
using Azure Backup

In this module, you will identify the scenarios for 
which Azure Backup provides backup and restore 
capabilities, and how to backup and restore an 
Azure virtual machine. 

35 MINS. SELF-PACED LEARNING
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https://learn.microsoft.com/learn/modules/backup-restore-azure-sql/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/backup-restore-azure-sql/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/azure/backup/backup-afs?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/azure/backup/backup-afs?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/protect-on-premises-infrastructure-with-azure-site-recovery/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/protect-on-premises-infrastructure-with-azure-site-recovery/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/protect-virtual-machines-with-azure-backup/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/protect-virtual-machines-with-azure-backup/?WT.mc_id=modinfra-73794-orthomas


Perform backups and restores 
for SAP workloads on Azure 

Protect your Azure infrastructure 
with Azure Site Recovery 

This module explores the backup and restore of 
Azure virtual machines and examines the steps and 
important considerations involved in backing up and 
restoring SAP workloads on Azure. 

Learn how to provide disaster recovery for your 
Azure infrastructure by managing and orchestrating 
replication, failover, and failback of Azure virtual 
machines with Azure Site Recovery. 

64 MINS.

59 MINS.

Implement disaster recovery for SAP 
workloads in Azure

Overview of Azure Disk Backup 

Azure Blobs backup

Explore Azure’s disaster recovery support for SAP 
workloads, including deployments within single and 
multiple Azure regions, multi-tier SAP NetWeaver 
app deployment in Azure, and Azure services, such 
as Active Directory and DNS. 

Azure Disk Backup is a native, cloud-based backup 
solution that protects your data in managed 
disks. Learn the key benefits and how the restoration 
process works. 

Get an overview of operational backup for Azure 
Blobs that protect your block blobs from data 
loss and integrate with Backup Center to govern, 
monitor, operate, and analyze backups at scale. 

74 MINS.

7 MINS.

5 MINS.

SELF-PACED LEARNING

SELF-PACED LEARNING

SELF-PACED LEARNING

ARTICLE

ARTICLE

Introduction to backup and
disaster recovery solutions
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https://learn.microsoft.com/learn/modules/perform-backups-restores/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/protect-infrastructure-with-site-recovery/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/implement-disaster-recovery-for-sap-workloads-azure/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/azure/backup/disk-backup-overview?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/azure/backup/blob-backup-overview?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/perform-backups-restores/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/protect-infrastructure-with-site-recovery/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/implement-disaster-recovery-for-sap-workloads-azure/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/azure/backup/disk-backup-overview?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/azure/backup/blob-backup-overview?WT.mc_id=modinfra-73794-orthomas


 The next part of protecting your data and applications 
is designing your backup and disaster recovery solution. 
In this section, you will identify the components of an 
Azure backup and recovery architecture and how to 
design, test, and optimize the solution. 

Backup and Disaster 
Recovery Architecture

Evaluate risk tolerance This article discusses the business risks associated 
with cloud transformation and how to determine 
your risk tolerance. 

Azure Backup architecture and components This article summarizes Azure Backup architecture, 
components, and processes to backup data in 
several scenarios using a number of methods. 

8 MINS.

15  MINS.

ARTICLE

ARTICLE
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https://learn.microsoft.com/azure/cloud-adoption-framework/govern/policy-compliance/risk-tolerance?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/azure/backup/backup-architecture?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/azure/cloud-adoption-framework/govern/policy-compliance/risk-tolerance?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/azure/backup/backup-architecture?WT.mc_id=modinfra-73794-orthomas


Backup and Disaster 
Recovery Architecture
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Design a solution for backup 
and disaster recovery

Design your site recovery 
solution in Azure

Azure to Azure disaster 
recovery architecture

Learn how to select and design appropriate  
backup solutions and disaster recovery solutions 
for Azure workloads.  

In this module, you will define your site recovery 
requirements and select your proper 
recovery solution. 

This article describes the architecture, components, 
and processes used when you deploy disaster 
recovery for Azure virtual machines using  
the Azure Site Recovery service.  

ARTICLE

30 MINS.

44  MINS.

10 MINS.

8
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https://learn.microsoft.com/learn/modules/design-solution-for-backup-disaster-recovery/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/design-your-site-recovery-solution-in-azure/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/azure/site-recovery/azure-to-azure-architecture?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/design-solution-for-backup-disaster-recovery/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/design-your-site-recovery-solution-in-azure/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/azure/site-recovery/azure-to-azure-architecture?WT.mc_id=modinfra-73794-orthomas
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Optimize costs of your backups with Azure Backup

Exam AZ-305: Designing Microsoft Azure 
Infrastructure Solutions

Azure Backup architecture examples

See how to optimize and save costs by backing up 
only selected disks and using different storage for 
dev/test environments, and cleaning inactive or 
deleted data sources. 

This exam measures your ability to design identity, 
governance, and monitoring solutions; design 
data storage solutions; design business continuity 
solutions; and design infrastructure solutions. 

Find architecture diagrams and technology 
descriptions for reference architectures,  
real-world examples of cloud architectures, and 
solution ideas for common workloads on Azure. 

REFERENCE ARCHITECTURES

12 MINS.

17  MINS.
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E-BOOKAzure Virtual Desktop handbook:  
Disaster Recovery

Get step-by-step guidance to create a 
disaster recovery strategy for your Azure 
Virtual Desktop environment, enable business 
continuity, and find recommendations for 
testing and optimizing your implementation. 

https://learn.microsoft.com/shows/Inside-Azure-for-IT/Optimize-costs-of-your-backups-with-Azure-Backup?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/certifications/exams/az-305?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/azure/architecture/browse/?WT.mc_id=modinfra-73794-orthomas?expanded=azure&products=azure-backup?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/azure/architecture/browse/?WT.mc_id=modinfra-73794-orthomas?expanded=azure&products=azure-backup?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/shows/Inside-Azure-for-IT/Optimize-costs-of-your-backups-with-Azure-Backup?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/certifications/exams/az-305?WT.mc_id=modinfra-73794-orthomas
https://azure.microsoft.com/resources/azure-virtual-desktop-handbook-disaster-recovery/?WT.mc_id=modinfra-73794-orthomas
https://azure.microsoft.com/resources/azure-virtual-desktop-handbook-disaster-recovery/?WT.mc_id=modinfra-73794-orthomas


Configure file and folder backups

Configure virtual machine backups

Deploy disaster recovery using 
VMware Site Recovery Manager 
vand Azure VMware Solution

Learn how to configure and implement backup 
and restore policies that meet your company’s 
regulatory needs. 

After this module, you will be able to 
implement virtual machine backup and restore 
and perform site-to-site recovery. 

Learn how to set up a disaster recovery solution 
for on-premises VMware to back up to Azure 
from a VMware solution private cloud. 

24 MINS.

36 MINS.

35 MINS.

55 MINS.Implement Hyper-V Replica Learn Hyper-V Replica scenarios, the 
prerequisites for its use, and how to implement 
Site Recovery in on-premises scenarios. 

SELF-PACED LEARNING

SELF-PACED LEARNING

SELF-PACED LEARNING

SELF-PACED LEARNING

After designing your BCDR solution, it’s time to 
configure and implement backup and restore with your 
policies in your environment. In this section, you’ll learn 
how to configure virtual machine backup and restore 
across cloud, on-premises, and hybrid scenarios.  

Implement and 
configure 
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https://learn.microsoft.com/learn/modules/configure-file-folder-backups/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/configure-virtual-machine-backups/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/deploy-disaster-recovery-vmware-srm-azure-vmware-solution/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/implement-hyper-v-replica/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/configure-virtual-machine-backups/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/deploy-disaster-recovery-vmware-srm-azure-vmware-solution/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/implement-hyper-v-replica/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/configure-file-folder-backups/?WT.mc_id=modinfra-73794-orthomas


Troubleshoot business continuity 
with Microsoft Azure

Report on and optimize your 
backup environment 

Exam AZ-104:  
Microsoft Azure Administrator

This module covers some of the issues you may 
encounter when troubleshooting Azure backup and 
recovery and how to restart a failed backup. 

This edition of Azure Unblogged dives into 
reporting on the status of your Azure Backup 
resources, and the optimization of those 
resources and capabilities. 

This exam measures your ability to manage 
Azure identities and governance, implement 
and manage storage, deploy and manage Azure 
compute resources, configure and manage 
virtual networking, and monitor and maintain 
Azure resources. 

33 MINS.

7 MINS.

65 MINSImplement hybrid backup and recovery 
 with Windows Server IaaS

This module describes Azure Backup before showing 
how to implement Recovery Vaults and Azure Backup 
policies. Then you will learn how to implement Windows 
IaaS VM recovery, perform backup and restore of on-
premises workloads, and manage Azure VM backups. 

SELF-PACED LEARNING

Implement and 
configure
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VIDEO
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https://learn.microsoft.com/learn/modules/business-continuity/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/shows/IT-Ops-Talk/Azure-Backup-Center-Report-on-and-Optimize-your-Backup-environment?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/certifications/exams/az-104?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/business-continuity/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/shows/IT-Ops-Talk/Azure-Backup-Center-Report-on-and-Optimize-your-Backup-environment?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/certifications/exams/az-104?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/implement-hybrid-backup-recovery-windows-server-iaas/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/modules/implement-hybrid-backup-recovery-windows-server-iaas/?WT.mc_id=modinfra-73794-orthomas


Free Azure Trial
Get started with $200 of Azure credit 
for 30 days, popular services free for 
12 months, and more than 40 services 
that are always free. 

Trial

Microsoft Learn content is presented live. Every episode works through a Learn 
module with guest experts and Q and A.  

Instructor-led training courses
Prefer a classroom environment with an 
instructor? Browse the catalog of instructor-
led training and find local learning partners. 

Blogs Documentation Stay connected

Continue your learning Once you have completed your Azure 
Backup and Disaster Recovery learning 
journey, stay updated and connected. 

AZURE FREE ACCOUNT

Training

Microsoft Learn 
Discover your path and arrive at your goals 
faster. Get the latest updates related to 
training and certification. 
INTERACTIVE LEARNING

Learn Live

CLASSROOM TRAINING

Microsoft Azure blog 
The latest news and announcements 
direct from Azure product teams.

Azure Governance and 
Management Blog  
Stay up to date on Azure governance and 
management news, updates, thought 
leadership, and opportunities. 
BLOG

BLOG

Azure documentation
Learn how to build and manage powerful 
infrastructure and applications using 
Microsoft Azure cloud services. Get 
documentation, example code, tutorials, 
and more. 
ARTICLES

Azure updates 
Stay informed on the latest 
product features. 

ROADMAP

Azure community 
Get your questions answered, start 
a conversation, or join an ongoing 
discussion. 

COMMUNITY

EVENTS

Microsoft events 
Special events and virtual training days 
to help you expand your expertise, learn 
new skills, and build community. 

This document is provided “as-is”. Information and views expressed in this document, 
including URL and other Internet Web site references, may change without notice.  
© 2022 Microsoft. All rights reserved.
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https://azure.microsoft.com/free/?WT.mc_id=modinfra-73794-orthomas 
https://learn.microsoft.com/learn/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/shows/learn-live/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/shows/learn-live/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/certifications/courses/browse/?WT.mc_id=modinfra-73794-orthomas
https://azure.microsoft.com/free/?WT.mc_id=modinfra-73794-orthomas 
https://learn.microsoft.com/learn/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/learn/certifications/courses/browse/?WT.mc_id=modinfra-73794-orthomas
https://azure.microsoft.com/blog/?WT.mc_id=modinfra-73794-orthomas
https://techcommunity.microsoft.com/t5/azure-governance-and-management/bg-p/AzureGovernanceandManagementBlog?WT.mc_id=modinfra-73794-orthomas
https://techcommunity.microsoft.com/t5/azure-governance-and-management/bg-p/AzureGovernanceandManagementBlog?WT.mc_id=modinfra-73794-orthomas
https://techcommunity.microsoft.com/t5/azure-governance-and-management/bg-p/AzureGovernanceandManagementBlog?WT.mc_id=modinfra-73794-orthomas
https://azure.microsoft.com/blog/?WT.mc_id=modinfra-73794-orthomas
https://learn.microsoft.com/azure/?WT.mc_id=modinfra-73794-orthomas&product=popular
https://learn.microsoft.com/azure/?WT.mc_id=modinfra-73794-orthomas&product=popular
https://azure.microsoft.com/updates/?WT.mc_id=modinfra-73794-orthomas
https://azure.microsoft.com/updates/?WT.mc_id=modinfra-73794-orthomas
https://techcommunity.microsoft.com/t5/azure-governance-and-management/bd-p/AzureGovernance?WT.mc_id=modinfra-73794-orthomas
https://techcommunity.microsoft.com/t5/azure-governance-and-management/bd-p/AzureGovernance?WT.mc_id=modinfra-73794-orthomas
https://events.microsoft.com/azure?WT.mc_id=modinfra-73794-orthomas
https://events.microsoft.com/azure?WT.mc_id=modinfra-73794-orthomas



